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Logically Filed,
Identifiable,
Accessible,
Information

Exchange

o whet Hokt FAL WS- 2 Hol2
el

7} MEAJAEIO| Ta|A ZHY 23 NFoRMATION

MANAGEMENT
AR A 2dele) BAR AL A
oA hehiw £mEgje] EA Hot
= A5 B o] ot <O9 Hek &
o] AX =] (information management) &
HojlA M2 FFEAY FAA] F=th= A& ¢
<

o]
T AT

E3H FAEZ(ISO)PNA Hd He-S AmEH 42 AT Eo] W 71 519] AIAH]
A AT 5 Q1 BE QR AT Zitoto] /i GA Q] A oF 5 vl W A
H 2] R (coverage)E 2= WHH, B QF E= oA 9] 34 =RE kg 73t A
EQol9] A4 T 79 AR Agote] Hofstal Qirt. off Ha= ol FEE A
oJgt A& Hehdith.

H 1. Z2(quality)2t E2Ksecurity) Hlit

z= g Bz
H2bug) ASE|7ILE 25 A9 MAEOE QR ust & Qe ISO/IEC
= NAS) E= AAgO| 245} 15026-1

ATEQO} QA Fi= A3 NS} 7|CIXIZ SZA7 IR

=2 ADEYN 2otz AZEYN MF2 2
(qaulity) Zek(defect) (Z2IM0| QAFTIALE BRE AL OiY%| =3 Z0E

Zdfolz 2 L= =2RF)

AmEQD] | TEOZ Ol0fH 4 Al 74 24 W T 51 AR AZ0| | ISO/IEC
oa(al) | HIEAEQl AE T 2t 10303-226
AEEAOL | it MAROIL HESIT0) oA | SIsh K ARE &
-ﬁo_‘kg Ol AHEO_”(HQ_I AIA CVE
HoF (vulnerability) M= =T
(security)
AmEQD] | UeiRIK 228 AAH U UELITI} EAHSI0] 20 oD 4 o

¥(weakness) | U= ADEQN 78, F=, CIXIQI T OFF |=Ix{2| At
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13 5. ATEQ0] & X|E(Software Quality Indicators) & EIAE. X|HE(Test Metrics)

M2l (Reliability) Number of failures, calender time

FEE4(Performance efficiency]  Load testing, stress testing, response time

HOMd(Security) Time to fix failures, number of error messages
SXIEM(Maintainability) Lines of code

M=E(Rate of Delivery) Number of “stories”

M&7ts8(Testability) Number of technologies needed to test, quality of documentation
24 (Usability) Completion rate, satisfaction level

J&l 6. YH=(DevOps)

AZEL0f FH
(Software
Development]

At2(Operations) &
fX|(Maintenance)

S0 HHY
(Quality and
Security Assurance)



2 ATEYo] YAE TAPA LLEYo] Fokd ARl RY HIHS
F2 45 27 o}RS ISR e St FAA notp)e FAVL

13 7. ATEQ0] E|AE 52i(Software Testing Abilities)

HIAE 22|
(Test Management)

JIS HAE

(Functionality Testing)

HOLHAE ArEX Y
(Security (User

Test) Experience)
S HAE MS(Performance) &

(Compatibility Testing) B35t HAE(Load Testing)

Ct. 2 ATEQ0] SHTH|0| 22t0| 2ZE|0{0F SHCh= AlZHDevSecOPs)

ATEQ0] 7Y A IHof = Algo] Hetofl HlE A= AL HHE Sh= ALE )
YHdevelopment), 2+8{operation), EHsecurity)2] 2HE S3oto] #elsh= AL 9
H[3ItH20124E 7HEU oA RES ).

DevSecOps ¥ &2 wf - FAFSE A o] wio] A 2 4L E ALof| A 7|23t Secure-
SDLC(Software Development Life Cycle)& tlo]| A 24T E 2-FA|A|(0S)] Window
Vistaf B Z-85o] |- Z 235 & Z o0& dTA ot

T, o] HHES A8okH HoPdERlE, HE 9 Axpt A o] FYE
o] #ej=]ojof 57| Eo] W o] 2AH] A3} T 7/ G220 A Ht]l
go] Exfjstojof Shi= o]gp7} HASRITE.



XHE INSIGHT KPFIS OIAIO|E

112! 8. DevSecOps B2

Continuous, Continuous

user-centered deployment using
development and DEVELOPMENT OPERATIONS infrastructure

feedback as code

DevSecOps

Proactive and Automated
reactive security testing
measures from app SECURITY ASQSUL?F:_ /!\TI\I\EE and continuous
to infrastructure monitoring

113 9. Secure-SDLC(Software Development Life Cycle)
Software Security Touchpoints

Hot QAR

{23 10) Secure-SDLC ®g &1}

(Windows) (SQL Server)
HZ ZH 2 192 SHE FAH 27t NI UH & 387 SIHE FPH 27t
45% Za 91% U4

WindowsXP  Windows Vista SQL Server 2000 SQL Server 2005
Before SDL After SDL Before SDL After SDL

At&: Microsoft Security Blod and Microsoft TechNet Security Blog
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AA]sE, 2012; EF-3HF7, 2017). 18U EEu RS Akl 84 Agto] ¢l

£ ouuieh= 2] A7IAAANY, A GREAMAR, A RArdolgt dlike: s
of HFEE, 2009)

ST 3
B el 47 sbAel S 2 1918 o1 2 A S et el
BRROA RS SRTEF AASIHE AR oAk, 2011). SEILLAE 4]
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7, 2017).
A EHWRTL ouu] EFWEA Z1HZZ9 GARE AES AYs YYo=

(e}
%—TL% il 71§JZHZJ—‘%'5#§J S AR71He =S WA ¢l S ‘d«l 11-5“01 lnEF“ A

3.
SEUTF2 2010 WAl div] i BlEo] 20.27%=2 2= WA @A 1 11527t
H=rAll iE] 0.81%2 EE AHATS] - AR5, 2012). FEwFFE] 7152 A9AA
ﬂ-—ru‘i'th A52212 7g0l w2k T7RAIRAIISR(60%), A=A t=8(30%), Al
Er2(10%)= 2D 4= Atk A, S7HAEARIe = S7P7E A= oz A1)
of & WS 7AYol £8F = AU 2=(A3], 2016) w5FolA 2 AHYAA
AgE Hste] LR AaF W SEATF @AM 2 AAGRA =R E AL
ARTAME AlEeot ST a AlFAGA 2129 A ojet At 2AE Wol vid 1¢
310 SRS AR RS- A, 2012).
A, AESAE 2T ABH22017E 71,0 HE,
Yo TS 4+ Qle St A9 wSsddR

wRFE VIEAEea N A

7} Qle o AUt RS 7, AL BT EMuA A4 9 7]%a 5o
Shi WAL AL S5 AR, SH WAL THAT AR, iS87718 B S A7 1 A
A T AR, A9 St S8E WG W5 AR, T Hfofl i o] Al i
B AARSAMI R BRBITHIL IF3hk= Able] oo sttt A AQuSAA+a
/W% A 1-29] A2 570] AVFRE Aol tie] iSollA] AARS 7t F wAof

TR IeHA TS A3t 2012).
*ML A EHante BEantol 44712 Fol WA Aaeh A4S
740 4R ARlolTHEE, 2009). 12t} S Qo] At BASHA oot 2
ofo] & Aol AFTEYH U AFLIAGY] SBUHo] L4 APAAA
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o] Aoz AAATH A RSA G ALTFH, A5E2] 2, 2017). AGALSAH T
H A elME AYRSEE71E B7F S22 ARG8T Al wet Ag A
QAIE|BE A 3= 17g3tal ot whehA o) Asieh =27 Ayt i whshke
Zio] AZolA|gt, AA| 2= qiF-2 ATl A5 oz wHEIL JTHLAIS], 2016).

-

4. XLusiy EHug 2 sigt

20109 2-€ =4 fu] SEARF9] HEo] 20.27%2] 4/1002.2 2= oH,
2019E 5 El = 20.46%% 718tk 2011EEHE 2017W0 =74 el EduRT
T E DI EE AR SHuEFE 119 12,5729 oA '144 14,5649
o= F7eI3ar '159 13,8709 YO = ot ZhAst AR, 174 thA] 17,8279 ¢

i)

02 Z715H= 5 X489 371 3400 Sk

Sguszg

T T I I I T
201 12,572 7,543 3,772 1,257
2012 13,934 8,360 4,180 1,394
2013 14,514 8,708 4,354 1,452
2014 14,564 8,738 4,370 1,456
2015 13,870 8,322 4,161 1,387
2016 15,216 9,129 4,565 1,622
2017 17,827 10,696 5,349 1,783

XfE: XS uSiEA2(0/(20199 48 7|F)
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